NEOATOrAM O6 MHOOPMALIMOHHOW EE30MACHOCTMH

Korga peyb 3axoant 06 nHpopmaunoHHon 6e3onacHOCTH,
0ObI4YHO Mbl HAQYMHAEM OyMaTb O KOMMbOTEPaAX, CETHX,
NHTEpPHeTe n xakepax. Ho ans obpasoBarensHon cpeapl
npobnema CToOUT WKMpeE: B OrpaxkaeHun y4yaulerocs ot
NHdopMaLMN, KOTOPasi MOXXET HEraTUBHO NOBIUATbL Ha €ro
dopmMmpoBaHue n pasBuTMe, TO eCTb O NponaraHae pasrnmnyHomn
HanpaBfEHHOCTH.

NoHAaTne MHpopMmaLMoHHOU Ge3onacHOCTHU

Moo nHpopmaumoHHon 6e30nacHOCTLI0 NMOHUMAETCS
3alUULLEHHOCTb MHOPMALIMOHHOMN CUCTEMbI OT CIly4amHOro Unm
npegHaMepeHHOro BMeLaTenbcTBa, HaHocsawero ywepb
Bfiagenbuam nnm nonb3oBaTtensm nHhopmaumn,

Ha npakTuke BaXHeULWMn SBNAOTCA TPWU acrnekTa
NHopmaumMoHHon 6e3o0nacHOCTH:
® [OCTYMNHOCTb (BO3MOXHOCTb 3a pa3yMHOe BpeMS
NoNy4YnTb Tpedyemyto MHPOPMAaLMOHHYIO YCNyry);
® LIEeJSIOCTHOCTb (aKTyasibHOCTb N HEMPOTMBOPEYMBOCTb
MHGOpMaLMK, ee 3aLUNLLEHHOCTb OT paspyLleHna U
HeCaHKLUWOHMPOBAHHOIO U3MEHEHUS);
® KOH(MAeHUMarbHOCTb (3awuTa oT
HeCaHKLMOHMPOBAHHOIO MNPOYTEHUSA).

HapyLweHnsa 0oCTynHOCTH, LENOCTHOCTU U KOHUaEHUMaNbHOCTH
NHdOPMaLNKN MOTYT ObITb BbI3BaHbl PA3NIMYHLIMU OMACHbLIMN
BO30ENCTBUSAMMN HA MHADOPMALMOHHbLIE KOMIMbIOTEPHbIE CUCTEMBI.
OCHOBHbIe yrpo3bl MH(hopMaLMOHHON 6e30MacHOCTU

CoBpeMeHHast HhopmMaLmMoHHas cuctemMa npeacraBsnaeT cobomn
CNOXHYI CUCTEMY, COCTOALLYIO 13 DOSbLIOro Ynucna
KOMIMOHEHTOB Pa3fiM4HON CTENEHN aBTOHOMHOCTU, KOTOpbIe
CBsi3aHbl MexXxay cobon n obmeHmnBaroTcs gaHHbIMU. [pakTnyecku
KaXkObl KOMMOHEHT MOXET NoABEPrHYTLCA BHELLUHEMY
BO34ENCTBUIO UNU BbINTU N3 CTPOA. KOMMNOHEHTHI
aBTOMaTU3NPOBaAHHOW MH(POPMALUOHHON CUCTEMbI MOXKHO
pa3dbuTb Ha cneaytowimne rpynnol;

AnnapamHbie cpedcmea. 3T0 KOMNbITEPLI U X COCTaBHbIE
YacTu (Npoueccopbl, MOHUTOPbI, TEPMUHArbI, NepndepunHble



YCTPOWMCTBA — NPUHTEPDI, KOHTPONNEPDI, KAbENU, NUHUN CBA3N U
T.0.);

lMpozpammHoe obecrnevyeHue. OTO NPUOBPETEHHbLIE
nporpamMmbl, ICXOAHbIE, OO bEKTHLIE, 3arpy304Hble MOAYIH;
onepaumoHHble CUCTEMbI U CUCTEMHbIE NPOrpaMmmbl
(KOMNUAATOPLI, KOMMNOHOBLUMKA U Ap.), YTUNUTI,
OnarHocTuyeckne nporpaMmmbl U T.4.;

JaHHbIe, XpaHnMble BPEMEHHO N NOCTOSIHHO, Ha AUCKaX,
donalkax, neyaTHble, apXmBbl, CACTEMHbIE XXypHanbl U T.4.;
lNepcoHan. Nonb3oBatenu, CUCTEMHbIE aAMUHUCTPATOPbI,
nporpaMmMucTbl 1 ap.

OnacHble BO34eNCTBUS Ha KOMIMbIOTEPHYIO MHOPMALMOHHYHO
CUCTEMY MOXHO NogpasaesiuTb Ha CryYanHble U
npegHaMmepeHHble. AHanms onbiTa NPOEKTUPOBAHUA,
N3roTOBJIEHUS M SKCnnyaTaunm MHPOPMaLUMOHHbIX CUCTEM
nokasbiBaeT, YTO MHGoOpMaLMA nogsepraeTca pasfiMyHbIM
Cny4YamHbIM BO30ENCTBUAM Ha BCeX 3Tanax LuKna >Xn3Hu
cuctemsol. [NprynHamm criyqamHbiX BO34ENCTBUN MPU
aKcnnyaTtaumm mMoryT ObITb:

® aBapuiHble CUTyauumn n3-3a CTUXUNHbIX 6eaCTBUN U
OTKIMIOYEHNIN 3MEKTPONUTaHNS;
OoTKa3bl 1 cOon annapartypbl;
oLKnOKM B NporpammMHOM obecneyeHuu;
owmnbkn B paboTe nepcoHana;
NOMEXN B NIMHUAX CBA3U U3-3a BO3OENCTBUN BHELLUHEN
cpenbl.

[MpeoHamepeHHble BO3OeNCTBUA — 9TO LiefieHanpaBieHHbIe
OEenCTBUA HapywmTtens. B kayectBe Hapywmtena moryT
BbICTYNaTb CRyXalluin, NOCETUTESb, KOHKYPEHT, HAEMHUK.
[encTemsa HapyLwmMTens MoryT 6biTb 06yCnoBneHbl pa3HbiMU
MOTUBaMM:

® HeOOBONbLCTBOM ChyXKallero CBoen Kapbepow;
B3ATKOW;
noOOoNbLITCTBOM;
KOHKYpEeHTHOn 60pbbon;
CTPEMNEHNEM CaMOyTBEPAUTLCSA NOOON LEHOMN.

MO>XHO COCTaBUTb MMNOTETUYECKYIO MOAENb NOTEHLMANBHOrO
HapyLWUTens:



e KkBanuduKkaums HapyLLNTENS Ha YPOBHE pa3paboTymka
NAaHHOW CUCTEMbI;

® HapywmuTenem MOXeT ObITb Kak MOCTOPOHHEE NULO, TakK
N 3aKOHHbI NONb30BaTENb CUCTEMBI;

® HapYyLUMTENO M3BECTHA MHdOPMALING O NPUHLMNAaXx
paboTbl CUCTEMBI;

e HapyLwwuTenb BblbMpaeT Hanbonee cnaboe 3BeHO B
3awumTe.

Haunbonee pacnpocTpaHeHHbIM 1 MHOroobpasHbIM BUOOM
KOMMbIOTEPHbIX HApPYLIEHNN SABNSIETCS HECAHKLMOHNUPOBAHHbIN
AocTyn. HecaHKUMOHMPOBAHHLIA AOCTYN UCNONb3yeT Nodyto
OLWMBKY B cMCTEME 3aLUNTbI U BO3MOXEH MPU HEPaLMOHANbHOM
BblbOpe cpeacTB 3alnTbl, UX HEKOPPEKTHOM YCTaHOBKE U
HaCTpPOWKe.

[MpoBeaem knaccmgukaumio KaHanoB HeCaHKLMOHMPOBAHHOIO
A0CTyna, rno KOTOPbIM MOXHO OCYLLECTBUTb XULLEHNE,
N3MEHEHME UITN YHUYTOXEHUE MHopMaLnu:
UHepe3 yenoeeka:
® XUULEHME HOoCcUTENEeN MHOopMaLNK;
® YyTeHune MHdopMaLUuM C 3KpaHa UNu KnaesmaTypbl;
® YyTeHue MHdopmMaunm n3 pacneyartku.
Uepes npozpammy:
® epexsBar naposieu;
e [NelwnpoBka 3amndpoBaHHON MHOPMaLNK;
e KOMMpoBaHWe MHdopMaLUUM C HOCUTENS.
Uepe3 annapamypy:
® OAKIYEHME cneumanbHo pa3paboTaHHbIX annapaTHbIX
cpeacTs, obecnevnBaroLLnX 4OCTYN K MHopMauunm;
e nepexBaT NOBOYHbLIX ANIEKTPOMArHUTHbLIX U3STyYeHU OT
annapartypsbl, JIMHUA CBA3U, CETEN ANIEKTPONUTAHUA U

T.A.

Ocobo crefgyeT 0CTaHOBUTLCS Ha yrpo3ax, KOTOpbIM MOryT
noaBepraTtbCs KOMMbloTepHble ceT. OCHOBHas 0COBEeHHOCTb
noBon KOMMbLIOTEPHOW CETU COCTOUT B TOM, YTO €€ KOMMOHEHTHI
pacnpegeneHbl B npoctpaHcTee. CBA3b MexXay y3namu cetu
OCYyLLEeCTBSIETCA PUNYECKN C MOMOLLI CETEBLIX JIMHUI U
NPOrpaMMHO C NOMOLLIbIO MeXaHn3ma coobuieHunin. [Npu aTom
ynpasnsoLwmne coobueHns n gaHHble, NnepeckiiiaeMble Mexay



y3namm ceTu, NepenarTcsa B BUAe naketoB obmeHa.
KoMnbloTepHbIE CETU XapaKTepHbl TEM, YTO NPOTUB HUX
NpeanpuHUMalOT Tak Ha3blBaeMble yaaneHHble aTaku.
Hapywmtenb MOXeT HaxoauMTbCA 3a ThICAYN KUITOMETPOB OT
aTakyeMoro obbekrta, Npu 3TOM HanageHUto MOXeT
noaBepraTbCsi HE TONbKO KOHKPETHbIA KOMMNbIOTEP, HO U
NHdopMaLna, nepegatroLlancs No CETEBbIM KaHanam CBA3N.
O6ecneyeHue nHpopmMaLUMOHHON 6e30NacHOCTH

dopmMmmnpoBaHue pexmma MHpopmaunoHHo 6e3onacHoOCTU —
npobrnema komnnekcHasa. Mepbl No ee peLleHnto MOXHO
noapasgennTb Ha NATb YPOBHEN:

1. 3akoHoOamesibHbIlU . 3TO 3aKOHbI, HOPMAaTUBHbIE aKTbl,
cTaHgapTbl U T.10.

HopmaTuBHO-NpaBoBas 6a3a onpegenatowas NnopsaoK 3awWmTbl
NHopMaLuN:
2. MopanbHo-amuy4eckull. BceBo3MOXXHble HOPMbl MOBEAEHUS,
HecobnaeHne KOTOPbIX BEAET K NaQeHUI0 NpecTuka
KOHKPETHOro YesfiloBeKka Unu Lernon opraHmsaunu.
3. AOMuHucmpamueHsbIU. [Jenctems obLlero xapakrepa,
npeanpuHUMaeMble PyKOBOACTBOM OpraHm3aumn. Takmmm
OOKYMEHTaMu MOryT ObIThb:
® puKas pykoBoauUTESNs O Ha3Ha4YeHUN OTBETCTBEHHOIO
3a obecneyeHne nHopmauMoHHon 6e30nacHoOCTy;
® [OJTHKHOCTHble 06A3aHHOCTN OTBETCTBEHHOIO 3a
obecneyeHne nHpopmaunoHHon 6es3onacHoCTy;
¢ repeyveHb 3almaeMbiXx MHHOOPMaLUMOHHbBIX PECYPCOB U
0a3 AaHHbIX;
¢ VHCTPYKUMIO, ONpeaensioLLyo NopsaaoK NpeaocTaBneHus
NHdOPMaLMN CTOPOHHUM OpraHmM3aumsam no ux
3anpocam, a Takke no npasam 4OCTyna K HEN
COTPYAHWKOB OpraHmnsaunu.
4. dusuyeckul. MexaHn4eckmne, aneKkTpo- N SNEKTPOHHO-
MeXaHN4eckne npenaTcTBUS Ha BO3MOXHbIX MyTAX
NPOHUKHOBEHNS MOTEHUMANbHbIX HApyLUUTENEN.
5. AnnapamHo-npo2paMMHbIU (3NEKTPOHHbIE YCTPOMCTBA U
crneunanbHble NporpamMmbl 3aLnTbl MHOpPMaUMNn).

[MpuHATLIE Mepbl NO co3gaHuo 6e3onacHoOn MHOPMaLMOHHOMN
CUCTEMbI B LUKOSE:



e (ObGecneyeHa 3almMTa KOMNLIOTEPOB OT BHELLUHUX
HeCaHKLMNOHMPOBaHHbIX BO34ENCTBUIM (KOMMbIOTEPHbIE
BUPYChbI, Nlorndeckne 6ombbI, atakm XxakepoB 1 T. 4.)

e YCTaHOBIMEH CTPOrnNM KOHTPOSb 3a 3NIEKTPOHHON MOYTOMN,
obecneyeH NOCTOSAHHbIN KOHTPOSb 3a BXOASLLEN U
ncxoasiLen KoppecrnoHaeHumnen.

e YCTaHOBMNEHbI COOTBETCTBYHOLIME MNaponun Ha
nepcoHanbHble [1K.

¢ |/cnonib30BaHbl KOHTEHT-PUNLTPBLI, ANa unbTpauum
CauToOB MO UX COAEPKNMOMY.

EQnHas coBOKYNHOCTb BCEX 3TUX Mep, HanpaBreHHbIX Ha
npoTUBOAENCTBME yrpo3am 6e30MacHOCTU C Lerbio CBEAEHNS K
MUHUMYMY BO3MOXHOCTU yLiepba, obpasyoT cuctemMy 3alluThbl.

CneuuanucTbl, UMeLMe OTHOLLEHME K CUCTEME 3aLUUTHI
OOMKHbI MOMTHOCTLIO NPEACTaBNATbL cebe NpuHUKUnbI ee
JYHKLMOHMPOBAHNA U B CrlyYae BO3HUKHOBEHUS
3aTpyAHUTESNbHbBIX CUTYyaUu adekBaTHO Ha HUX pearnpoBaTb.
[Moa 3awmnTon AoMmKHa HaxXoanTbCsl BCs cncteMa ob6paboTku
nHpopmauymn.

Jlnya, saHMmatrowmeca obecrnie4eHnemM NHPOPMaLMOHHOM
6e30nacHOCTU, OOMKHbI HECTU NIUYHYIO OTBETCTBEHHOCTD.

HagexxHasa cuctema 3almnTbl AOMMKHA ObITb MOMHOCTLIO
NpoTecTUpoBaHa n cornacoBaHa. 3awmra ctaHoBUTCA bonee
9P EeKTUBHOM N TMBKOW, ecrniv oOHa AornyckaeT N3MEHEHNE CBOUX
napamMeTpoB CO CTOPOHbI agMUHUCTpaTopa.

B 3akntoyeHne cBoero goknaga xotenoch 6bl AaTb HEKOTOpPbIE
pekoMeHgauum no opraHmsaumm pabotsl B UHGOPMaLMOHHOM
NpoCTpaHCTBE, YTOOLI Ybepeub cebst n cBonx 6n3Kux ot
NHTEPHET-NMPECTYMHNKOB.
PekomMmeHaauum no opraHusauum paboTbl B
UHOPMaLMOHHOM NPOCTPAHCTBE

1. MNepepn Havyanom paboTbl HEOOXOANUMO YETKO
cchopmynupoBaTb Lesib 1 BOMPOC Noncka MHgopmaLunu.

2. XXenaTenbHo BblpaboTaTb ONTUMarbHbIN anropuTm rnomcka
NHopmaumn B ceTn IHTepHET, YTO 3HAaYNTENbHO COKpaTUT
BPEMS N CUMbl, 3aTpadYeHHbIE Ha MOWUCK.



3. 3apaHee yCTaHOBUTb BPEMEHHbIN NIMMUT (2-3 Yaca) paboTbl B
NHPOPMAaLIMOHHOM NPOCTPaHCTBE (NPOCMOTP Tenenepenayu,
yTeHune, IHTepHeT).

4. Bo Bpemsa paboTbl Heob6xoammo genatb nepepbiB Ha 5-10
MUHYT ONS9 CHATUS (PU3NYECKOro HaNPsXKeHUs1 N 3pUTENbHON
Harpysku.

5. Heobxoaumo 3HaTb 3-4 yrnpaxHeHust AN CHATUS 3pUTENTbHOrO
Hanps>XXeHna U PrUsnyHecKomn yctanocTu.

6. PaboTaTb B XOpOLLO NPOBETPEHHOM NOMELLEHNN, NPU
onTMMasribHOM OCBELLEHMN U B yOODOHOW nose.

7. He cTonT nerkombICneHHO obpallaTbCs Co cnaMm-nucbMamMmn m
3axoauTb Ha Hebe3onacHble Beb-canTbl. [1na MHTEPHET-
NPEeCTYNHUKOB Bbl CTAHOBUTECH JNIErKON O00bIYEN.

8. NMpu pernctpauum B counanbHbIX CETAX, HE YKa3biBanTe CBOU
nepcoHarbHbIE AaHHbIE, HAaNpPUMeEpP: agpec Unu AeHb POXAEHUS.

9. He ncnonb3yinte B fiorvMHe nnm naporsie nepcoHarnbHble
OaHHbIE.

10. Bce 310 Nno3BonseT MHTEpPHET-NPEeCTynHUKaM NnonyvmnTb
OaHHble OOCTyna K akkayHTaMm 3f1eKTPOHHOM MNOYThI, a TakkKe
nHnumpoBaTb gomaluHue MK ans BkoyeHns nx B 60T-ceTb
U1 anga NoxmeHns 6aHKOBCKUX OAaHHbIX poaUTENEN.

11. Co3sganTte cobCcTBEHHbIWM NPOMUb Ha KOMMbOTEPE, YTODbI
obesonacutb NHPOPMaLINIO, XPAHSLLYHOCS Ha HEM.

12. He 3abbiBanTe, YTO haKTbl, O KOTOPbIX Bbl y3HAeTe B
NHTepHeTEe, HY)KHO OYeHb XOPOLLO NMPOBEpPUTb, eCrn BblbyaeTe
ncnonb3oBaTh UX B CBOEN AoMallHen paboTte. LlenecoobpasHo
CPaBHUTb TPU UCTOYHUKA MHAOPMaLMK, NPEeXae YeMm peLlunTb,
KakUM UCTOYHMKaAM MOXHO JOBEpPATh.

13. O pocToBepHOCTU MHGOPMaLIMK, MOMELLEHHON HA canTe
MOXXHO CyanTb NO CaMOMy canTy, y3HaB 06 aBTopax cauTa.

14. Pasmellas nHopmaumo o cebe, cBomx BIN3KMX N 3HAKOMbIX
Ha CTpaHuUax coumanbHbIX CETEW, CNPOCUTE NpeaBapuUTenbHO
paspelleHne y Tex, o kom bygeTt ata nHhopmauums.



15. He cnenyeT pa3smMewlaTtb Ha cTpaHuuax Beb-cantoB CBOU
doTorpacum n gotorpacpun ceomx 61IM3KNUX U 3HAKOMBbIX, 3a
KOTOpble BaM MNOTOM MOXET ObITb CTbIAHO.

16. Cobnogante npasuna 3TMKM nNpu odeHun B IHTepHeTe:
rpyboCTb NPOBOUMPYET APYrNX HA TaKoe e NoBeaeHue.

17. Vicnonb3ys B cBOeN paboTe maTepuan, B3sTbIN U3
NHOPMAaLMOHHOIO NCTOYHMKA (KHUra, nepnognyeckas rnevaTb,
NHTepHET), crnenyeT yka3aTb 3TOT UCTOYHUK MHOpMaLnn Unu
caenaTb Ha Hero CCbIfKy, ecnn matepuan ool Bamu
nepepaboTaH.



